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1o told me of nls lunch with you and R
Vo i Al sOeeeren eclaggilicatlon. Weo have produced’ Pt
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MEMORANDUM FOR: The Honowrablo John D, Ehrlichman 4
Asalstant to the “:oazdcm {(Domcatic Aifalrs)

LUBIECT H Dcchaaiﬁ.ca“ lon
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Ze 0ld me of his luach wit Jom anil your discussion
ol tho PIOPICIOG OF declasslfication, We have protiuced tho attached
wutline gummas 'y of the problem and a possible olution for your
consideration, It obviously would vequire furfhewr detall if it wewa
(] b adoptaa. Howavae, the Lrnpostant uuﬂ/i‘) tha degwea to which
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SUBJECT:  Declassification ) |
ot
I, From the marochial perepoctive of an intelligence officex, R P

the major problom inherent in declassification relates to the risk of

compromising operational Gources aand mcethods, A repovt severn

€aTs old whoge substantive contunt i3 no longex politically delicate,

{or example, could aonctheless compromise a 6till produclayg source

0o, ladeed, might aew bo even betiow O¥ more strategically Piaced
VRon he was when he provided the repoxt in Quastion, What an inteliie

© SURCS goervico needa (anad strives) to protect areo the techniques it
cmploys n going aboul jtg businoeas and the aurnan asacts, cspecially
Zowvelgn mationals, it uses or hag used in the past, From an intclligeace .
Glilicer'y standpoint, therefore, & document's seasitivity ic o divect
Sunction of the extent to which that docurnent could compromise g
@ nethods f &t wewe to fall into unauthorized handg O pPass iuto ¢
wablic domain, '

£

[t

2. Whea we address the issue of dec}‘.aasifyi’ng the latelligence ' ,
ceantwibution to major policy decisions or histoxical events, wo ave e
talking about at loast three separaie types of docuracuts, RN

(a8) Finished Iotelligonce, This appears in the form of L

- National Intelligence Eotimates @% &pecial memoranda, drawn T

. “ivora all Bources, recounting the facts and asgessing a situation, . | .

' fa most casces, declageification of such documents would not RN
jeopardize sourceg &nd mothods, since the Gources of the facis DT

and assegaments are usually not stated or gre obscured o that ]

they are not apt to ho disclosed by declassification of the AR
document, The documents may occasionally refer to the original -1
aource of material contained thorein, but such veforences could .

bo edited out op gencralized so that the original source wemmaing I
protectad, This would require of courso careful vraview of any & !
such material prior to declagsification with this thought in mind, -~ i

‘ (B) Dissominated Intellizenco., Somo disseminated R
inteliigance. &uch as techuical or comumunications intoll_iﬁcmco,[" Co

o raflecta fto origlas in Vary upocilie town wo that doelas il Pt

caillon would alinout aavitably wosult in the dluclonure of e © N
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souxce. In other cages, such ag clandestinely acquived
intelligence, generalized source descriptions are used ia

tha disgeminations, so that

&
weraaing concealed, In all tl

the exact identity of the sourca
Ae5e categoxies, the passage of

£ :
time may to some extoat alloviate the damage caused by a .

dloclosure of the source, ¢, g,, the

dapancse codes durlng Woxid War 17 is bavdly o seasitive S

matoer any moroe, Qnthe othaer han

fact that wo were reading

d, with wcspect to somo

of these sources, the paseage of time raay not relieve tho
senoltivity of the raattex, particularly on matexial provided

to us by a frieadly lorolgn intelligence service which QEDCCLs
us to keop their relationship with us a permanent secret, Thua

la the categowy of disserminated inte
reatar job of oditing mipht be nece

lilgence, a conpidernbi
& »

Bary to geparate Liewno

whaich could be deciasgificd £rowi thoso which should not wa.

2ce Operational T

affic. Thexe is a great

code
valuable ia the future, Also e me

20 walelondly power. The true aam
disclosed aven afiar many yeaxa,

“w

Se Cutting across the specific prob
Sence material io the way our govesnme

o
deal of this material which in almost all cazes o
%
-~

Lo
aaow things about ¢ur sewvice which could be of advantage to
*

names which may be
thodology wevealed may

ez of our agents and the

brecise techniques of ouw operations should in no cvent be

lema of declassifying intellie
nt does business in these

tiraew. Thanks to the enormous lmproverents in communicarions
vechnology, the goverarmaent utilizes a flood of separate papexrs aad

docurnonis’ in the coursce of doing its bus

“hiege manageable at the key decision levels, these raw dacuraent:
waust be collated, sunitmazrized and andyzed in the form of over-al
veporiss Thing of course ig what happens to raw intelligence mate

>
-
>

rough the National {ntelligence Estima
eciuion-making on major national even
woreflned product wather than the ravy,
product walosen consida rably fowar probl

}
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docislog=makiag, oditad voraions might
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iness, In ordew to xaal
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rial
tes and similar documenty,
ts is almost always basoed ona
Au noted above, the volined
ceno of doclassification o

Ciho raw.  Sow tho fow cazoen in which raw docunaonts axe usad in
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4. Another factor to ba counidered is the m»cr-“gcucy natuzro
ol waost such major events wc.ay. “has o single department or
agency could give an ovor-all view of a major natlonal event on the
wasis only of matorial available to {6, The I Peatagon Papers display
tals waeakacss,

5. 4 poseible solution to the problem ralght ilo in centwalizing
the produacti cm of of fu.:u,..l histox iou of solected major evenis, HAa
,’;‘Aicz‘carim'x mlght bo added to the White House staff or the Avchivist of
tae United States might be assigned this responsiblility, Thio officew

COVid GeWVe ae 4 point of coordination and tasking of the varicus
Cepartmonts and agencics to contribute to a nationai account of a major
wveat,  Department ox agency coniributions could thus be consoildaied
into o oingle over-~all account. Frora the poink of view of theddntelligenca
community, this would permit summarization of muierial conside '
significant ¢o the aevonl to praotect inlelligence sources and o aethods,
wathew than declaﬂﬁzuy“ 1 vaw rmaterial, [ would alse nut the focus
o the account on the key docuraents aciually used at the national jovel
wather than sceking the impractical aim of declagsifying all vaw
wanterial, Lastly, it would provide aa over-all coatens in which
fndividual raw docwments would find a Proper place, zather than
coausing sensational wmisunderstanding, if and whon they camec to

pawlic notice,

b Such studies would not satisfy the history puvisis, of
u.. hey could racet the legitimate needs of the genowal public,--
Critlelsra could be made that an administration was writis ‘g ite own

nigtowries, The proof of ¢his pudding would be in the cating, i.c. .
wiaether the veaulting studies weze truly objective, The Pcnt:f;.,on
Fapews have not been gubjected to this :-:r.c'c:usatiou now are the Foweliga

elationus govies produced by the Dep sastracat of  State o tho studies
neoduced by tho O'”“co of Millia 'y' Ha-.ato:"‘ ST R

i S ) o S :

¢ B e, - Lo ' . )

.
/
\
.
!
-. e T T , . "

|

1

i '

. N . [
o . | , X i , o I
f . i . '
i
i

[ : - T . Cal .
i ca - . i _ : RE B A . “y . i

1 . L

| Apbro\}éleor’ Release 200(;)169/03‘ fi,"c|A?€D*b8330'0823R000800120023-‘2 -

LT T



Approved For Release 2000/09/03 : CIA-RDP83B00823R000800120023-2

DATE
TRANSMITTAL SLIP 4, 3
1Y
TO:
; Chief, EPD
ROOM NO. BUILDING
L] —
REMARKS:
For your retention.
FROM: ]
DD/Security
ROOM NO. BUILDING EXTENSION
Tee s 241 Wick Ay se useD. @

Approved For Release 2000/09/03 : CIA-RDP83B00823R000800120023-2



